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MHGOPMALMOHHOrO 06LLLeCTBa METOAMYECKME PEKOMEHAALUM O pasmelleHUn Ha MHPOPMaLMOHHbIX
cTeHaax, opuLManbHbIX MHTEPHeT-canTax 7 APYyrux MHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o 6esonacHOM NoBeAeHMUN N UCNOIb30BaHUM ceTn "UHTepHeT".
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MpunoxkeHune

METOANYECKME PEKOMEHOALUN
O PASMELWLEHNN HA UHOPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
MHTEPHET-CAUTAX U APYTMX NHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3OMNMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamM UM yYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  PasBUTUIO
MHPOPMaALMOHHOIO obLecTBa B paMKax BbINOJHEHMA PEKOMEHZAUMA NapAaMeHTCKUX CAyLaHUiA
"AKTyaNbHble Bonpocbl obecneyeHuss 6e3onacHOCTM W pa3BuTMA aetelr B MHOOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
MeTOAMYECKME pPEKOMEHZAUMM O pasmelleHMn Ha WMHOOPMAUMOHHBLIX CTeHAax, oduuUManbHbIX
WHTEpPHeT-calTax W Apyrnx WMHOOPMAULMOHHBIX pecypcax o0bweobpa3oBaTenbHbIX OpraHUM3aunin u
OpraHoB, OCYLLEeCTBAAOWMX ynpaBneHne B cdepe ob6pasosaHuA, WHPopmaumm o 6e3onacHom
noseAeHUN U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToaMYeCcKMe peKoMeHZaumm).

MeToaMyeckne peKoMeHZalMW  Hanpas/ieHbl Ha  KayecTBeHHOe MOBbIEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OpPraHoB, OCYLLECTBAAOLNX
ynpasneHve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poauTenei (3aKOHHbIX
npeacrtasuTenei) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbIX acrnekTax WHGOPMaLMOHHOM
6e3onacHocTw.

MeToamuyeckme pekomeHZauumun no3BoNAT ob6uieobpasoBaTesibHbIM OPraHM3aUMaAM W OpraHam,
OCYLLECTBAAOWMM YynpaBneHMe B coepe 06pPa30BaHWMA, aAKTya/IM3MPOBATL YXKEe WUCMOJb3yemble U
pasmelleHHble MHPOPMaLUMOHHbIE MaTeprasbl, Tak U NOATOTOBUTbL MUX B C/Iy4ae UX OTCYTCTBUA C Yy4ETOM
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JNIYYLLINX NPAKTUK U peKoMeHaaLniA.
B pamkax meToamyeckmMx peKoMmeHaaumin pacCMaTpmMBaKOTCs Caeaytolme NHCTPYMEHTbI:
1. "HGOPMALMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarorniyeckne UsgaHua U gpyrue).
MHdopmaunOHHbIe CTEHADI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTeibHbIX OpPraHn3aumax, pacnosioxeHHbIx B ¢pone
yupexaeHuin u B KabuHeTax, OCHALLEHHbIX MEepPCOHasIbHbIMW YCTPOMCTBAMM [N BbIXOAa B CeTb
"MHTepHeT", pekomeHayeTcA pa3mecTUTb MHGOPMALMOHHbIE NAMATKN, COAEPKALLME OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K mMeToaMYECKMM peKoMeHZauuam npeactaBneH obpasel, namsaTkM and
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepacTtBa maccoBoit UHopmauum

B cpeactBax maccoBoit MHPOPMaUMKM, OPUEHTUPOBAHHBLIX Ha O6yYaloWMXcA, peKomeHayeTca B
TeyeHne y4yebHOro roga perynsapHo nyb6auMkoBaTb MHOOPMAUMOHHbIE MaTepuanbl, MOCBALLEHHbIE
OTAEeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHGOPMALMM, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro o6LWeCcTBEHHOCTb,
pPEKOMEHAYeTcA B TeYeHWe Ka/leHJapHoro roga perynsapHo nybaukosatb MHGOPMALMOHHbIE
maTepuanbl, MNOCBALWEHHble OTAE/bHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HEeCcOBepPLUEHHOIETHUX, Tak U 0b6Weobpas3oBaTeNbHbIX OpPraHM3auMii, a TaKXKe pas/iMyHble MaMATKM,
0630pbl HOPMATMBHO-NPABOBOrO pPeryinpoBaHua AaHHON cdepbl U MHOOPMALMIO O aKTyasbHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbIMNYCK TEMATMYECKOro BbIMYCKA CPeACTBA MaccoBoi WHpopmaumm nmbo cepum
nyb6avKaumi, cpean KOTOPbIX PAacCMOTPETb OpPraHM30BaHHblE MEpPONpUATUA A1A 00y4YatoWMXCa, MX
poauTeneli (3aKOHHbIX NpeacTaBUTENE) U NearorMyeckor obw,ecTBEHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

ObuieobpasoBaTeNbHbIM OpraHM3aLMAM PEKOMEHAYETCA Ha CBOMX oduuManbHbiX WMHTEpHeT-
pecypcax obecneunTb ¢YHKUMOHMPOBAHME CAMOCTOATENLHOTO M CMeuuaan3MpoBaHHOIO pasgena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOpPOro npeaycMoOTpeTb pasmelleHue cheaytoLLei
nHbopmaumu:

N Pasaen/noapasaen | ®opmat npeacraBneHms CopeprkaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKkymeHTOB B Pa3smeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKAHMPOBAHHbIV BapUAHT SOKYMEHTA],
chepe obecneyeHuns COOTBETCTBYOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHUMPOBaHWA.
6e3onacHoCTH PasmelLaloTca LOKYMEHTbI,




obyuatoLmxcs PernameHTUPYIOLLME OpPraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,
NNaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpMaUMOHHOM besonacHoCTH
obyualowwmxca u gpyrve.

2. |HopmatusHOe Konun OoKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
perynnposaHue dopmare *PDF denepanbHbIX U PErMOHaNbHbIX 3aKOHaX,
NMCbMax OpraHoB BNACTU U Apyrue
HOPMaTMBHO-NPABOBblE AOKYMEHTbI,
pernameHTUpytowme obecneveHune
MHbOpMaUNOHHOW besonacHoCTH
HecoBepleHHoneTHUX. [lonyckaeTca
BMECTO KOMWI pasmeLLaTb rmMnepccbiiku
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
CanTax OpraHoB rocyapCcTBEHHON BNACTM.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOKymeHTOB B pekomeH4auMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALMNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU Nefarornyecknx
pabOoTHMKOB.

4. |Obyvatowmmcs TeKcT Ha cTpaHuue caiTa | Pasmelaercs MHGOPMALLMOHHAA NaMATKA
(npunoskenne N 2) n ykasbiBaeTcs
MHPOPMaLMA O MEPONPUATUAX, NPOEKTAX
M NPOrpammax, Hanpas/eHHbIX Ha
nosblweHne MHGOPMaLMOHHOM
rPamoTHOCTM 0ByYatoLmMXCs.

5. |Pogutenam TeKcT Ha cTpaHuLe caiTa | Pasmelaercs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunosxkeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHMLe caliTa | Pasmewaetca nHpopmauma o

CanThbl pekoMeHAyeMbIX K MCMOJIb30BAHUIO B
y4yebHom npouecce 6e3onacHbIX calTax,
6aHHepbl 6e30NacHbIX AETCKMX CANTOB.

OpraHam, OCyWecCTBAAWMM ynpaBneHve B cdepe 06pasoBaHMsA, PEKOMEHAYETCS Ha CBOMX
opuumanbHbix  MHTepHeT-pecypcax  obecneuntb  QYHKUMOHMPOBAHME  CAMOCTOSITE/IBHOTO U
cneunanmnsnpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax KoOTOporo
npesycmoTpeTb pasmelleHue ceaytouein MHGopmaLmm:



Mpunoxenmne N 1

NAMATKA
ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HENb3A

1. Bcem noapaa coobulatb CBOK YacTHyO MHopmMauuio (Hactosawme ums, damuanio, TenedoH,
afpec, HoMep LLKOAbI, a TaKKe doTorpadun cBou, CBoei cembm U Apyseit);

2. OTKprBaTb B/1IOXEHHbIE d)aﬁﬂbl 3ﬂeKTpOHHOl7’I no4yTbl, KOrga He 3HaelWb OTNPaBUTENA,
3. rp\/6MTb, npnanpaTbCA, OKa3biBaTb AaB/1IEHNE - BECTU ceba HeBEXKNBO U arpeccmBHoO;

4. He pacnopsaxkaica geHbramu TBoel cembn 6e3 paspelleHus cTaplimx - Bcerda crnpawmsai
poautenen;

5. He BcTpeuaiica ¢ NHTepHET-3HAaKOMbIMMU B PeasibHOM KM3HU - MOCOBETYMCA CO B3POC/bIM,
KOTOpOMY AoBepAeLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpasay B MHTepHeTe - cooblim 06 3Tom cBOMM
pPOAUTENAM AU ONEKYHaM;

2. MpuUrnawaloT nepenmncbiBaTbCa, Urpatb, 0BMeHNBATLCA - NPOBEPb, HET IN NOABOXA;
3. He3zakoHHOe KonupoBsaHue ¢aitnos B MIHTepHeTe - BOPOBCTBO;
4. Bcerpa paccKasbiBali B3poC/biM 0 Npobiemax B CETU - OHM BCeraa nomoryT;

5. Ucnonb3yit HacTpolikM 6e30MacHOCTU M NPUBATHOCTK, YTOBbI He NOTepATb CBOM aKKayHTbl B
COLLCETAX M APYTMX NopTanax.

MOXHO
1. YBarkalt Apyrux nosb3oBaTenen;

2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - A€Nal CCbINIKY Ha Hero;

3. OTKpbIBAM TOIbKO TE CCbIIKM, B KOTOPbIX YBEPEH;

4, O6LU,aTbCFI 3a NOMOLULbO B3pOC/bIM - poauTenn, onekyHbl N aMUHUCTPaUNA camnTos Bceraa
NOMOTYT,

5. Mpoinaun obyyeHune Ha canTte "CeTeBUUOK" 1 NOAYYM NAcnopT UMPOBOTro rpaxkaaHuHal



MpunorkeHue N 2

WHOOPMALIMOHHASA NAMATKA
JANA OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaZbiM roiomMm MONOAEKWN B UHTEPHETe CTaHOBUTLCA BOoNblUe, a LIKOJbHUKMA OAHU U3 CaMbiX
aKTMBHbIX MNonb3oBaTene PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYeCcTBa BO3MOXHOCTEMN,
MHTEpPHEeT HeceT 1 Npobsiembl. ITa NamATKAa A0MKHA NTOMOYb Tebe 6e30nacHO HaxoAMUTbLCA B CETU.

KomnbloTepHble BUpYCbI

KomnbloTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHBLIX MNPOrPaMm, OTAMYUTENLHOWM
0COBEHHOCTbIO KOTOPO ABNSAETCA CNOCOBHOCTb K PAa3MHOMKEHMI0. B loN0IHEHWE K 3TOMY, BUPYCbl MOTYT
NnoBpeauTb WM MONHOCTBIO YHUUTOXWUTL BCe daibl U AaHHble, NOAKOHTPOJIbHbIE MO/b30BaTENIO, OT
MMEHW KOTopOoro Hbina 3anyLieHa 3apaskeHHan NPorpaMmma, a TakxkKe NoBPeanTb UAN AaXKe YHUUTOXUTb
OMNepaLMoHHYI0 CUCTEMY CO BCemMM daitnamu B LesoM. B 60bLIMHCTBE C/yYaeB pacnpocTpaHAloTcaA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWmTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii CoBpeMeHHble OnepaLMOoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrPamm;

2. TlloctosHHO ycTaHasnuBait naytM  (umdpoBble 3annaTkK, KOTOpble aBTOMAaTUYECKU
YCTaHaB/MBAIOTCA C Lenblo AopaboTKM nporpammbl) M apyrme o6HOBNEHMSA CBOeW onepaumoHHOM
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnv cywiecTByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMS, BKIOUYM €ro;

3. PaboTait Ha cBoeM KomMbloTepe noj, npasamu noab3oBaTens, a He agMUHUCTpaTopa. ITO He
MO3BOMUT BO/BWMHCTBY BPEOOHOCHbIX NPOrpaMM MHCTaNAMPOBATbCA Ha TBOEM MNEePCOHasbHOM
KOMMbIOTEpE;

4. Wcnonb3yit aHTMBUPYCHble MNPOrpaMMHble MPOAYKTbl W3BECTHbIX MpOM3BOAUTENEN, C
aBTOMaTM4YeCKUM obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Ucnonb3yih BHewWwHWe HocuTenn WHbOPMaLMKM, TakMe KaK ¢newka, AUCK uam ann us
WHTEPHETa, TO/IbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble $ainbl, NONYYEHHbIE U3 HEHAAEMKHbIX UCTOYHUKOB. [axe Te
daiinbl, KOTopble NPUCAN TBON 3HAKOMbIN. JTyyLie yTOUYHW y Hero, OTNPaBAsa M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMMS, a BCEero Mwb bpeHs, mapka. Ewe B 1991
rogy HMgepnaHAckaa KomnaHma 3apeructpmpoBana 6peng "WECA", yTo o603Ha4yano cinoBocoveTaHume
"Wireless Fidelity", koTopblii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Halwero BpemeHu golna apyras abbpesunaTtypa, KoTopas ABAAETCA TaKOM Ke TexHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMWe 6b110 AaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHUKM
Hi-Fi, yTo B nepeBoae o3Ha4yaeT "BbICOKasA TOUHOCTL".

Ha, 6ecnnaTHbli WMHTEpPHeT-g4oCcTyn B Kade, OTeNAx WM asponopTax ABAAETCA OT/AUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCNepTbl cuMTaloT, YTo obweaoctynHblie Wi-Fi ceTu He



ABnatoTcA 6e3onacHbIMM.
CoBeTbl N0 6e3onacHoCcTN paboTbl B 0b6weaocTynHbix cetax Wi-fi:

1. He nepepnaBai cBoto AnYHYO MHPopmauuto Yepes obueaoctynHbole Wi-Fi ceTn. PaboTan B HuUX,
YKenatesbHO He BBOAUTb MNapo/iv AOCTYNA, NOTMHbI U KaKMe-To HOMepa;

2. Wcnonb3ylh M 06HOBNAN aHTUBMPYCHble NpPOrpamMmbl M 6paHamayep. Tem cambiM  Tbl
obe3onacuwb cebs OT 3aKauyKu BMpYyca Ha TBOe YCTPOMCTBO;

3. MNpun uncnonbzosaHum Wi-Fi oTkaoum ¢yHKrumio "O6wmin goctyn K daiinam M npuHTepam'.
[daHHana ¢yHKUMA 3aKpbiTa MO YMOMYaHMIO, OO4HAKO HEKOTOpble MO0JIb30BaTe/IM aKTUBUPYIOT ee g/a
yAo6CTBa Mcnoib30BaHUA B paboTte unum yyebe;

4. He ncnonb3yint nyb6anynbin WI-FI ans nepenaym NMYHbIX AaHHbIX, Hanpumep ANa Bbixoda B
coumanbHble CETU UIN B SNEKTPOHHYIO NOYTY;

5. Mcnonb3yi ToNbKO 3almileHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢dyHKuuto "MoakntoveHne K Wi-Fi aBTomaTuueckun". He
[AOMyCKalh aBTOMaTMYECKOro NoAKAUYEHMA YCTPOICTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CETU aKTUBHO BXOAAT B Hally »XW3Hb, MHOTMe /oAn paboTaloT U KMBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3aperncTpnupoBaH Muaanapad Ye/oBeK, YTo ABASETCA OAHOM ceabMo BCeX
Kutenen nnaHetbl. MHOrMe nosb3oBaTeNn He MOHMMAIOT, YTO MHOPMAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXET 6bITb HallAEHA U UCMOJIb30BaHa KEM YrogHo, B TOM YMcae He 0653aTeNbHO ¢
6n1arMmmn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUMaNbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y Teba B Apy3bsAX He AOJ/IKHO ObiTb CAYyYalHbIX U HE3HaKOMbIX
nopein;

2. 3awmuiai cBOK YacTHYIO XM3Hb. He yKasbiBali naposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHWUA W  OPYrYI0 JIMYHYIO MHPOPMALMIO. 3/I0YMbIWIEHHUKM MOTYT MCMO/Ib30BaTh  AaXKe
MHOPMaLMIO O TOM, KaK Tbl M TBOW POAMUTENM NIAHMPYETE NMPOBECTU KAHUKY/IbI;

3. 3awmuan ceoto penyTaumio - AepXu ee B UMCTOTe U 3aaaBalt cebe Bonpoc: xoten bbl Tbl, YTOObI
Apyrve nonb3oBaTeNuM BUAENW, YTO Tbl 3arpyaewb? lMogymai, npexae 4em 4Tto-To Onyb6AMKOBATb,
HanucaTb U 3arpy3uTb;

4. Ecnv Tbl TOBOPULWb C NIIO4bMMW, KOTOPbIX HE 3Haellb, He MCMNOJb3yi CBOE peasibHoe UMS U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. Usberain pasmeuweHnsa doTorpaduit B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTW, no
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHUE;

6. I'IpM perncrpaummn B cou,maanoﬁ cetn HEO6XO,£I,I/IMO ncnonb3oBaTb C/AOXHbIE NaApPO/n,
cocroAawmne n3 6YKB n Ll,Md)p M C KOQIMYECTBOM 3HAKOB He meHee §;

7. Ona COLI,VIBI'IbHOﬁ CeTn, NoYTbl U ApPpYyrnx canTos HeO6XOAI/IMO MCNOo/1b30BaTb pa3HblE NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIW/IEHHNUKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.



INEeKTPOHHbIE AeHbrn

INEeKTPOHHbIE IEHbIM - 3TO OYeHb YA0BHbIN cnocob naateskei, 04HAKO CYLLECTBYHOT MOLLEHHUKMN,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3ﬂEKTpOHHbIe AeHbrn noAasuanNCb coscem HeaaBHO U MMEHHO MW3-3a 3TON0O BO MHOTUX
rocygapcCraax A0 CUX MNOP He NPOMNMCaHO NPO HNUX B 3aKOHaxX.

B Poccum Ke OHU OYHKUMOHMPYIOT M O HUX Y:Ke MPOMWCAHO B 3aKOHE, rae WX pasgensloT Ha
HECKO/IbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIe. PasHULA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NpoBOAUTbL onepauun 6e3 ugeHTMGMKaumMM nosb3oBaTens, a B HEAHOHUMMHbIX
naeHTndMKauma nonb3osaTtenn asaseTcs 0b6a3aTeNbHON.

TaKKe cnefyeT pasnnyaTb 3NEKTPOHHblE PUaTHbIE AEHBIM (PaBHbI FOCYAAPCTBEHHbIM BaatoTam) 1
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BasllOTam).

OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3/1EKTPOHHbIMU AEHbrAMM:

1. MpuBAXKM K cHeTy MOBUNBbHBIN TenedoH. ITo camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTL
[ocTyn K cyety. MpuBs3aHHbIV TenedoH MOMOMXKET, eciiv 3abyaelb CBOW NAATEXHbIM Napoab WUAU
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocae nepexoda Ha yCUIeHHYo aBTopusaumio Tebe yke He
6yAeT YrpoXKaTb ONaCcHOCTb KPaXkn MKW NepexsaTa NaaTexKHoro napons;

3. Bblbepn cnoxHblit naponb. MpecTynHUMKam OypeT He MNpPOCTO yragaTb CAOMXHbLIA Naposb.
HazexHble Nnaponu - 3To Napo/in, KOTopble CoAepKaT He MeHee 8 3HAKOB W BK/HOYAIOT B cebA CTpoUHble
M nponucHble OyKBbl, UMPPbI U HECKONIBKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAW CBOW /IMYHbIE JaHHbIE Ha CalTax, KOTOPbIM He A0BepseLb.
DNeKTpPoHHaA noyTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TexXHO/N0rNMA WU npeaocraBsiAeMble €0 YyCAyrm no nepecbiike “
NONYy4YE€HUIKO 3NEKTPOHHbIX COO6LLI,€HMI>1, KOTOpble pacnpenenarTca B KOMI'IbPOTepHOI‘a cetn. O6blYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrownm O6p330M: VIMFl_I'IOJ'IbBOBaTeﬂH@MMﬂ_AOMEHa.
TaK*Ke Kpome nepesaym NPoOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb rnepeasaTtb d)aﬁflbl.

OcHoBHble coBeTbl Mo 6e30nacHoi paboTe C 3/1eKTPOHHOM NOYTON:

1. Hapgo BbibpaTb NpaBuAbHbIA MNOYTOBbLIN CepBUC. B MHTEpHeTe ecTb OFpOMHbI BblGOP
6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OA4HAKO Nyylle A0BEpPATb TEM, KOTO 3HaeLlb U KTO NepPBbIi B PEUATUHTE;

2. He ykasbiBali B JIMYHOM MNouTe JMYHYO WHPopmaumio. Hanpumep, nydwe BbIGPaTb
"My3blKanbHbIi_paHat@" nnm "pok2013" emecto "temall";

3. Mcnonb3yin ABYyX3TanHyl aBTOpM3auMio. ITO KOraa NOMMMO Mapons Hy»HO BBOAWUTb KOA,
npucblinaembii no SMS;

4. Bblbepn CNOXHbIM Napob. [N KaxKAoro NOYTOBOro AWMKA O0XKEH 6biTb CBOW HAAEMKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecnm ecTb BO3MOXHOCTb HanucaTb camomy CBOW IMYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;



6. Mcnonb3yit HECKO/IBKO MOYTOBLIX ALMKOB. MepBblii 18 YAaCTHOW Mepenucku ¢ agpecatamu,
KOTOPbIM Tbl AOBepselb. JTO 3/7EKTPOHHbIM aApec He HaAo WMCNO/Ab30BaTb NPW PerucTpaumm Ha
dopymax u canTtax;

7. He oTKpblBait dpaiinbl U gpyrve BNOXKEHUA B MMCbMaX, SAXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN v OHK Tebe 3Tn dainbl;

8. Mocne oKoH4YaHMA PaboTbl Ha NMOYTOBOM CEpPBUCE Nepes 3aKpPbITUEM BKIAZAKU C CAaUTOM He
3abyab HaxaTb Ha "BeiTun".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo

KnbepbynnuHr - npecnefoBaHMe COOBLEHUAMM, COAEPNKAWMMU OCKOpPDB/IeHUn, arpeccuto,
3anyrmBaHue; Xy/IMraHCTBO; CoLManbHoe HOMKOTUPOBAHME C MOMOLLLBIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaliica B 601. Jlyywimin cnocob: NOoCOBETOBATLCA KaK cebs BECTU U, €CU HET TOro, K Komy
MOHO 06paTUTbCA, TO BHayane YCMOKOWUTbCA. EcnM Tbl HayHelwb OTBeYaTb OCKOPOAEHUAMWM Ha
0CKOp6/1eHMA, TO TO/bKO elle 60/blie Pa3oXKKellb KOHPINKT,;

2. YnpaBnsan cBoel Knbeppenyrauue;

3. AHOHMMHOCTb B CETU MHWMASA. CyLLI,ECTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
dKKayHTOM;

4. He CTOMT BeCTM Xy/WraHCKMIM ob6pa3 BMPTYaNbHOW KM3HU. NHTepHeT (UKCMpyeT Bce TBOM
OENCTBUA U COXPaHAET UX. YAanuTb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobntogaii cBOK BUPTYasIbHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OpHOpa3oBble OCKOpbBWUTENbHble CoOobLeHUa aydlue
UrHopupoBaTb. O6bIYHO arpeccus NPeKpPaLLAeTCa Ha HayaibHOM cTaguu;

7. baH arpeccopa. B nporpammax 0bmeHa MrHOBEHHbIMMU COO6U.I,EHMFIMVI, B COUMaNbHbIX CeTAX
€CTb BO3MOXHOCTb 6I'IOKVIpOBKVI OTnpaBKu COO6U.I,EHMI‘;1 conpeaeneHHbIX agpecos,

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBOM AEUCTBMA: BbICTYNUTb NPOTUB MpecnenoBaTtens,
noKasaTb emy, YTO ero AeWCTBUSA OLEHWMBAIOTCA HEraTMBHO, MOAAEPNKATb MKEPTBY, KOTOPOW Hy’KHa
NCcUX0A0rMYecKas MOMOLLb, COOBLIMTL B3POC/IbIM O GaKTe arpeccMBHOMO NOBEAEHUA B CETH.

MobunbHblii TenedpoH

CoBpemeHHble cMapTOHbI M MNaHLWETbl cogep:kaT B cebe BMoJIHE B3POC/AbIA QYHKUMOHAM, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbLIMKU KOMMbloTepamu. OgHaKo, CPeAcTB 3aluTbl Ann
NoAo6HbIX YCTPOWCTB MOKa 04YeHb Mano. TecTMpoBaHME U NOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
MHTEHCUBHO, Kak ana MK, To e camoe KacaeTca M MOBUIbHbIX NPUAOKEHWIA.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKM AOTHaAN HACTONbHble aHanorM, 04HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60M 60/bLUIYIO CIOKHOCTb U MEHbLUYIO 3aLWMLLEHHOCTD.

[Janeko He BCce npousBoguUTeENn BbIMYCKAKOT O6HOBI1€HMFI, 3aKpbiBalowme Kputnyeckue
YA3BUMOCTU 1A CBOUX yCTpOVICTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO Teﬂed)OHa!



Huyero He snABndeTcs no-Hactoawemy 6ecnnaTHbim. Byab OCTOpoOKeH, BeAb Koraa Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO NAaTHbIE YCAYT;

Oymaii, npexae yem oTtnpasutb SMS, ¢oto nan Buaeo. Tbl TOYHO 3HaelWb, rae OoHW byayT B
KOHe4yHom utore?

HeobxoamMmo 06HOBAATL ONEePaLUOHHYO CUCTEMY TBOEIO CMapTHOHa;
Mcnonb3yii aHTUBUPYCHbIE NPOrpaMmmbl 418 MOBUIbHbIX TenepoHoB.;

He s3arpysail nNpuAoXeHUa OT HEeW3BECTHOrO WCTOYHWMKA, BEeAb OHWU MOTYT COAEepIKaTb
BPeAoHOCHOE NporpammHoe obecnedeHue;

Mocne TOro Kak Tbl BblAelWb C calTa, rae BBOAM JIMYHYIO MHOOPMALMIO, 3aM4M B HAaCTPOMKM
6pay3sepa u yaanu cookies;

Meproanyeckn Nposepan, Kakue naaTHble YCIyrM akTMBMPOBaHbI HA TBOEM HOMEpE;

ﬂ,aBaﬁ cBOWM HOMep MOBUNbHOrO TenecbOHa TONIbKO NOAAM, KOTOPbIX Tbl 3Haewb U KOMy
AoBepAellb;

Bluetooth ponxeH 6biTb BbIKAOYEH, KOrda Tbl MM He nonb3yewbca. He 3abbiBait uHorga
npoBepATb 3TO.

Online urpbl

CoBpemMeHHble OHMAMH-UIPbl - 3TO KPacoYHble, 3axBaTbiBatlolMe pasB/ievyeHus, obbeauHstowme
COTHM TbICAY Ye/I0BEK NO BceMy MUpy. Urpokun nccnegytot AaHHbIA UM MUp, obiatoTca Apyr C APYrom,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOJYYaAloT ONbIT. 3@ YA0BOJLCTBME OHM MAATAT:
MOKynatoT AWUCK, ONIaYnMBaloT aboOHEMEHT UM NPUOBPETaloT Kakne-To ONLUN.

Bce 3TV cpeacTBa MAYT Ha MoALep)KaHuWe W pasBUTME WUrpbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAlOTCA HOBble NatuM (undpoBble 3annaTku oA
nporpammy), 3aKpblBatoTCA YA3SBUMOCTU CEPBEPOB.

B I'IOLI,O6HbIX nrpax CToUT onacaTbCA HE CTOJIbKO CBOWUX COMEPHWUKOB, CKOJIbKO Kpa*Xn TBOEro
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3aL KN 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEFO UrpoOBOro akKayHTa:

1. Ecan apyroit urpok BegeT cebs naoxo uam cosgaet Tebe HeNPUATHOCTM, 3abBNOKMPYIN ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcn AOMUHUCTPATOPaM WUTrpbl Ha MNJa0Xoe noBegeHme 3TOro Urpoka, »enatesibHo
NPUNOKUTb KaKNE-TO A0Ka3aTeNNbCTBa B BUAEe CKPUHOB;

3. He yKasbIBai ANMYHYO0 MHPOPMaLmMio B npodaiiie urpbl;
4. YBaali Apyrmx y4aCcTHMKOB MO Urpe;

5. He ycTaHaBAmBal HeoduLmMaabHble NATYU U MOAbI;

6. Micnonb3yi cnoXKHble U pa3Hble Napoau;

7. Jaxe BO Bpems Wrpbl He CTOWUT OTKAOYaTb aHTMBMPYC. MOKa Tbl Urpaellb, TBOM KOMMbOTEP
MOryT 3apasuTb.



DULWIKHT nan KpaXa JIMYHbIX AdHHbIX

OO6blYHOM Kparkei AeHer U AOKYMEHTOB CEroAHa Yy)Ke HWKOro He yAMBULIb, HO C pPasBUTUEM
WHTEPHET-TEXHONOTMA 3/I0YMbILUNEHHUKU NEepPemMecTUINCb B UHTEPHET, U NPOAO0/IXKAKT 3aHMMATbCA
"nobumbim" genom.

Tak nosBuiacb HOBAA Yrpo3a: MHTEPHET-MOLIEHHWYECTBa UAN GULLIMHI, FNaBHasA Ue/b KOTOPOoro
COCTOUT B MNOJYY4EHUN KOHPUAEHUMANbHbIX [aHHbIX MOJib30BaTesnell - JIOTMHOB M naponei. Ha
aHrMMcKom asbike phishing untaetca Kak ouwumHr (ot fishing - pbibHasa nosaa, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULINHIOM:

1. Chean 3a cBOMM akKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa bblia B3/sloMaHa, TO
HeobxoaMmo 3a610KNMPOBaATL ee U COObLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YUCIE, MUHTEPHET-MarasmHOB U MOMCKOBbIX CUCTEM;

3. Ucnonb3yih CNOXKHble W pasHble napoau. Takum obpasom, ecan Teba B3NOMalOT, TO
3/10YMbILWNEHHWUKN NOAYYaT AOCTYN TO/IbKO K 04HOMY TBOEMY NMPODUI0 B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3/10Manun, TO H606XOAMMO npeaynpeanTtb BCEX CBOWUX 3HAKOMbIX, KOTOpble
A06aBHEHbI Yy Tebs B Apy3bAXx, O TOM, 4TO Tebs B3/10Manu 1, BO3MOXHO, OT TBOEro UmeHu 6yp,eT
paccbizIaTbCA CNaM U CCbIIKU Ha d)MLLIMHI'OBbIe canTbl;

5. YcTaHoBM HageKHbIM naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IIOYM COXpaHeHWe Napona B bpaysepe;

7. He oTKkpblBait dpaiinibl u gpyrve BAOXKEHUA B MUCbMaX, LAXKe €C/IM OHWU NPULLAM OT TBOUX APY3€EN.
Jlydwe yTOUYHW Yy HUX, OTPABAAAN NN OHY Tebe 3Tu dalinbl.

LUudposana penyraums

Undposan penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHopmauma B ceTm o Tebe.
KomnpomeTupytowana uHGopMaumsa, pasmelleHHas B MWHTEpPHeTe, MOMEeT Ccepbe3HbiM 06pasom
OTpa3uUTbCA Ha TBOel peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 MHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, yLIE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
pacckasbl O 61M3KMX - BCE 3TO HAKaN/IMBAETCA B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Ny6/AMKauMm AudHoi uHdopmaumm B
WHTepHeTe, He MOHMMAs BO3MOMKHbIX NMOCAeAcTBUM. Tbl JarKe He CMOXKEelWb A0rafjatbCs O TOM, YTO
¢doTorpadus, pasmeLleHHan 5 neT Hasag, cTana NPUYNHOM OTKA3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduini M apyrme AeNCTBMA MOTYT HE UCYE3HYTb AaxKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpPaHWA 3Ty MHbOpMmaLMIio, Nonana M OHa B
MOWCKOBbIE CUCTEMbI M COXPaHWNACb NN OHA, a FNaBHOE: YTO NOAYMaloT O Tebe OKpyrKalolme Nau,
KOTOpble HalAayT 1 yBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO /IET CRYCTA CMOXKET Nt060W - Kak U3 gob6pbIX
nobyXaeHui, Tak U C HAMepPEHMEM MPUYMHUTL Bpea. ITO MOKET BbITb KTO YrogHo.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLuu:

1. Noaymaii, npexkae yem 4Yto-To Nyb6AMKOBATb M NepenaBaTb y cebsa B 6i1ore nam B coumanbHom
ceTu;



2. B HacTpoikax npo¢una yCcTaHOBM OrpaHWYEHUs Ha NPOCMOTP TBOero npoduns u ero
COAEPKMMOro, caenai ero To/bko "ana apysei”;

3. He pasmewan n He yKasbiBalh MHPOPMALMIO, KOTOPAa MOXKET KOro-imbo ocKkopbaaTb wman
obuxarb.

ABTOpCKOE nNpaso

COBpEMEHHbIe WKOJIbHUKWN - aKTUBHbIE NOJ/1b30BaTENIN LI,VI(I)pOBOI'O NPOCTPaHCTBA. OpaHako ganeko
He BCE€ 3HaloT, YTO NOJZIb30OBAHNE MHOTMMUN BO3MOXHOCTAMMU LI,VI(I)pOBOI'O Mupa Tpe6yeT CO6I'HO,£I,€HM$1
npaB Ha UHTENNNIEKTYA/IbHYIO COBCTBEHHOCTb.

TepMMH IIl/lHTEI’U’IEKT\/a.I'IbHaFI COBCTBEHHOCTbL" OTHOCUTCA K Pa3/IM4HbIM TBOPEHMAM YenoBe4yeCKoro
YMa, Ha4nHaA C HOBbIX M306DETGHMD’1 1 3HAKOB, 0603Haqar0u.|,mx COBCTBEHHOCTb Ha NPOAYKTbI U YCNYTH, n
3aKaH4YMBaA KHUramm, d)OTOI'pa(I)VIﬂMVI, KMHO(bMﬂbMaMVI M My3blKa/ibHbIMU NpoOnU3BeaEHNAMN.

ABTOPCKMe MpaBa - 3TO NpaBa Ha MHTEANEKTyaNnbHY COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKu,
nmTepatypbl M MCKycCTBa. ABTOpPCKME Mpasa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4TO
WHTEN/IeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He OyaeT HampacHbiM, AacT emy cnpaseasivBble
BO3MOHOCTU 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, MoJyYnTb M3BECTHOCTb M NpusHaHue. HUMKTo
6e3 paspelleHNa aBTopa He MOMKET BOCMPOU3BOAMUTL €ro Npou3BedeHne, pacnpocTpaHaTb, Ny6andYHo
AeMOHCTPUpPOBaTb, NpoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B NPOKaT, MNyB/AMYHO  WUCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe nan pasmeliatb B MIHTepHeTe.

Ucnonb3oBaHue “I'IMpaTCKOI'OH nporpammHoro obecneyeHns MoXKeT npneectn K MHOTMM PUCKaM:
OT NOoTepU QAdaHHbLIX K TBOMM aKKayHTam 40 6J'IOKMpOBKM TBOEro yCTpOVICTBa, roe ycCraHOB/EHaA
HenerasbHaAa nporpamma. He cTtouT Takxe 336bIBaTb, YTO CyLWECTBYIOT JNerasibHbie U becnnaTHble
nporpammsbl, KOTOpPpbleé MOXXHO HalTWU B CETU.

O noprtane
CeTeBUYOK.pd - TBOM FNABHbIN COBETYMK B CETU. 34ECh Thbl MOXKeELUb Y3HaTb 0 6€30MacHOCTM B CETU

MOHATHbIM M AOCTYMHbIM A3bIKOM, @ MPU BO3HUKHOBEHWMW KPUTUYECKOM CUTyaumm o6paTuTbcA 3a
COBETOM. A TaKKe MPUHATb y4acTUe B KOHKYpPCax U CTaTb CaMbiM LLMPPOBLIM FpaxKaaHUHOM!



MpunorxkeHune N 3
NAMATKA ANA POOAUTENEN O UHOOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpepeneHne TepmuHa "MHbopmaumMoHHaa 6e3sonacHocTb aetein" coaepkutca B PegepanbHom
3akoHe N 436-93 "O 3awute geteit oT MHGOPMaLUKM, NMPUUUHAIOLWLEN Bped, UX 340P0Bbi0 U pa3BuTuio",
peryiMpyowmMm OTHOLWIEHWUA, CBA3aHHbIe C 3alMTON AeTeil oT MHbOopMaLMK, NPUUYNHAIOLWEN Bpesd UX
3/10p0OBbi0 M (MnK) pas3BuTUIO. CornacHo AaHHOMY 3aKOHY "MHPOopMaLMOHHaa 6esonacHocTb Aeten" -
3TO COCTOSIHME 3allMLLEHHOCTW, MNPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIA C MNPUUMHEHUEM
nHbopmaumen Bpeaa Ux 340pP0BbI0 U (MAK) GU3MUYECKOMY, MCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BuUTHUIO.

B cuny depepanbHoro 3akoHa N 436-D3 nHbopmaumeinn, NpUUnHAIOLWEN Bpes 340P0Bbi0 U (1K)
pas3BUTUIO AeTel, ABNAETCA:

1. nHdopmaumsa, 3anpeLLeHHan ANA PacnpoCcTpaHeHUs cpean AeTen;

2. uHdopmaumMA, pacnpoCcTpaHEHME KOTOPOW OrpaHWYeHO cpeau AeTer  onpeaeneHHbixX
BO3PACTHbIX KaTeropum.

3. K nHpopmaLmm, 3anpeLLeHHON a5 pacnpocTpaHeHUa cpeam AeTel, OTHOCUTCA:

4. nidopmaumsa, nobyxaparowan AeTel K COBEPLUEHUIO AEWCTBUIA, NPeaCcTaBAAIOWMX Yrpo3y WX
U3HU U (MNK) 340POBbIO, B T.4. NPUYNHEHNIO Bpeaa CBOEMY 340POBbto, CaMoybuiicTBY;

5. cNocobHOCTb BbI3BaTb Y AeTel KenaHue ynotTpebuTb HApKOTUYECKME CPeaCTBa, NCUXOTPOMHbIe
n (nnn) omypmaHuBalolMe BellecTBa, TabauyHble W3AEAUA, ANKOTOJIbHYIO M CNUMPTOCOLEPHKALLyto
NPOAYKLUMIO, MMBO M HAMNWTKKU, N3roTaB/AMBAaEMbIE HA €ro OCHOBE; MPWHATb Y4acTUe B a3apTHbIX Urpax,
3aHUMATBLCA NPOCTUTYLMEN, HPOAAKHNYECTBOM UM NONPOLLIANHMYECTBOM;

6. 060CHOBbIBalOWAA WAM OMpPaBAbIBaOWaAA AOMNYCTUMOCTb Hacuama n (Mam) Xectokoctn nmbo
nobyxAatoLLan oCyLeCcTB/ATb HACU/IbCTBEHHbIE AENCTBMA MO OTHOLIEHUIO K IIOAAM U 3KUBOTHbIM;

7. oTpuuatoLLas cemeliHble LLeHHOCTU U GOPMUPYIOLLAA HEYBaXKEHUE K POAMTENAM U (M) opyrrm
YseHaM cembi;

8. onpaegpbiBaloLLan NPOTUBONPABHOE NOBEAEHME;
9. coaeprKallasn HeleH3ypHyo bpaHb;
10. cogepkalan MHpopmaL Mo NnopHorpadryecKkoro xapakrepa.

K nHdopmaumm, pacnpoctTpaHeHne KOTOPO orpaHnyYeHo cpeamn geTein onpeseneHHoro Bo3pacra,
OTHOCHUTCA:

1. VIHCI)OpMaLI,VIﬂ, npeagcrasnaemasn B suae M3o6pa>+<eva NN ONNUCAaHUNA XKECTOKOCTU, ¢M3M‘-IGCKOFO
n (VI}'IVI) NCUXUYECKOIo HaCcnaunA, npectynaeHmna nam nHoro aHTM06LLI,eCTBeHHOI'O AGVICTBMH;

2. BbI3blBalOWAA ¥ AETEN CTPaXx, y*Kac UAM NaHWKy, B T.4. NpeacTaBasemas B Buae M3obparkeHus
WX OMUCaHUA B YHWKAIOLWLEM YeNoBevyecKoe AO0CTOMHCTBO (OpMe HEHACUIbCTBEHHOW CMepTH,
3aboneBaHuA, CamoybuiicTBa, HECYACTHOTO C/lyyasi, aBapun UAKM KaTacTpodbl U (Man) x nocnencTsumii;

3. npeAacTaBaseman B BUAE U306paXKeHUA UAN ONUCAHWUA NONOBbLIX OTHOLLIEHUI MeXAY MYKUNMHOWM
N XKEeHLNHOM;

4. copepKallan bpaHHble C/I0BA U BbipaXKeHUs, He OTHOCALLMECA K HeLeH3ypHoM 6paHu.
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C yyetom 3TOro Bam npepgnaratotcs npasuna pabotbl B cetM WHTepHeT Ana pasinyHbIX
BO3PaCTHbIX KaTeropuii, cobatoaeHmne KoTopbix No3Boant obecnedmTtb MHPOPMaLMOHHYIO 6e3onacHoCTb
BalUMX AeTen.

O6wue npaBuna gna poautenen

1. HesaBucMmo oT Bo3pacta pebeHKa MCNonb3yinTe nporpammHoe obecnevyeHue, nomoratoliee
dnNbTPOBaTb U KOHTPOAMPOBaATb WMHPOPMALMIO, HO He MojaramTecb MNOMHOCTbD HA Hero. Bawe
BHMMaHMeE K pebeHKy - FaBHbI MeTo, 3aLUnThbI.

2. Ecnn Baw pebeHOK MmeeT aKKayHT Ha OAHOM W3 colManbHbiXx cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMATENbHO M3yuMTE, KaKyl WMHDOPMALMIO MOMELLAOT €ro
YYaCTHUKM B cBOMX Npodunsax u bnorax, Bkarovan ¢otorpadun n Buaeo.

3. MpoBepbTe, C KakMMW APYrMMU caiiTamu cBf3aH COLUMaNbHbIM cepsBuc Balwero pebeHKa.
CTpaHu4ykM Bawero pebeHKka MoryT 6biTb 6e€30MacHbIMM, HO MOFYT M CcOAepyKaTb CCbINKM Ha
He)KenaTtesbHble U OMacHble CaiTbl (Hanpumep, NOPHOCAWT, UAU CAlT, HA KOTOPOM ApPYr YNOMUHaeT
Homep coToBoro TenedoHa Bawero pebeHka nam Baw gomallHWi agpec)

4. NMoowpante Bawwnx getelt coobuatb 060 BCEM CTPAHHOM UAWN OTTA/IKUBAIOLLEM U HE C/INLLIKOM
OCTPO pearvpyiTe, KOrga OHW 3TO AenatoT (M3-33 OmnaceHus MoTepAaTb AOCTyN K UHTepHeTy AeTu He
rOBOPAT POAUTENAM O MPOBAEMaXx, a TaKKe MOryT HayaTb UCMO/1b30BaTb IHTEPHET BHE lOMa U LUKOJIbI).

5. ByabTe B Kypce ceTeBon Ku3HW Bawero pebeHka. MHTepecynTech, KTO UX Apy3bA B MIHTEpHeT
TaK e, Kak MHTepecyeTecb peasibHbIMU APY3bAMMU.

Bospacrt ot 7 o 8 ner

B MHTepHeTe pebeHOK cTapaeTcA NOCETUTb T€ MU MHbIe CalTbl, @ BO3MOKHO M YaTbl, pa3peLlleHune
Ha nocelleHMe KOTOPbIX OH He Mosyymn 6bl OT poauTenei. MoaTomy poauTensim ocobeHHO NonesHbl
6yayT Te OTYeTbl, KOTopble MNPeAOoCTaBAATCA NPOrpamMmmamu MO OrpaHWYEeHWIo WUCNO/b30BaHUA
MHTepHeTa, T.e. POAWUTENbCKUIA KOHTPOb MAW TO, YTO Bbl CMOXETe YBMAETb BO BPeMeHHbIX dainax. B
pesynbTaTe, y pebeHKka He GyAeT OLylieHWs, 4To 33 HUM BeAeTCA MOCTOAHHbIA KOHTPO/b, OAHAKO,
poauTenn GyayT No-npeskHemy 3HaTb, Kakue caiiTbl nocewaeT ux pebeHok. [eTn B AaHHOM Bo3pacTe
061343l0T CUABbHBIM YYBCTBOM CEMbW, OHU AOBEPYMBbLI U HE COMHEBAIOTCA B aBTopuTeTax. OHU No6aT
UrpaTb B CETEBbIE UMPbl U NYTELeCTBOBATb N0 VIHTEPHETY, UCNOAb3YA SEKTPOHHYIO MOUTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEH0BaHHbIE POAUTENAMM.

CoBeTbl No 6e3onacHocTn B ceTn NIHTepHeT ana geteit 7 - 8 net

1. Co3paiiTe CNMCOK AOMALLHMX NpPaBua noceweHns MHTepHeTa Npu yyacTum aetent u Tpebyite
€ro BbIMNOJIHEHUS.

2. TpebyiiTe oT Bawero pebeHKa cobnogeHMA BPEMEHHbIX HOPM HaXOXAEHUA 3@ KOMMNbIOTEPOM.
MokaxuTe pebeHKy, uTo Bbl HabalogaeTe 3@ HAM He NOTOMY YTO Bam 3To xo4eTcsd, a NMOTOMY 4TO Bbl
6ecnokonTecb 0 ero 6€30NacHOCTM 1 BCceraa rotoBbl emy NOMOYb.

3. KomnbioTep ¢ noaknoyeHMemM K MHTepHeETY [0/KeH HaxoAuTbCA B 06Leil KomHaTe nog,
NPUCMOTPOM poauTenen.

4, MCI'IOJ'Ib3yI7ITe cneunanbHble AETCKME NOUCKOBbIE MALUUHbI.

5. V|CI'IOJ'Ib3VVIT€ cpeactea 6J'IOKMpOBaHMFI HeXenaTe/IbHOro KOHTEeHTa KaK AonoJIHeHue K
CTaHZapTHoOMy PoantenbCcKomy KOHTPOIO.

6. Co3paiTe ceMeiHbll 3N1EKTPOHHbIA ALWMUK, Y4TOBbl He MO3BO/IUTL AETAM UMETb COBCTBEHHbIe



agpeca.

7. bnokupyWte poctyn K cantam c 6ecnnaTHbIMM  MOYTOBbIMM - ALMKAMM C  MOMOLLBLO
COOTBETCTBYIOLLErO NporpaMmHoro obecneyeHus.

8. Mpuyunte peTelt cosetoBaTbCA C Bamu nepep onybankosBaHMem Kakon-nnbo mHopmaumm
CPeACTBAMM 3/1IEKTPOHHOM MOYTbI, YaTOB, PErUCTPALMOHHBIX GOPM M Npodunen.

9. HayuuTe aetei He 3arpy»KaTb $aiiibl, TPOrPamMMbl UAN My3biKy 6€3 BaLero coraacums.
10. He paspeLlualiTe AeTAM UCNONb30BaTb C/YXKObl MTHOBEHHOTO 06MEHa COOBLLEHNAMM.

11. B "6enblit" cnMcoK caiAToB, paspeLleHHbIX A8 NoCeLLeHNA, BHOCUTE TOJIbKO CalTbl C XOpoLuei
penyTaumnen.

12. He 3abbiBaiiTe becegoBatb ¢ geTbMu 06 ux Apy3bax B MHTepHeTe, KaK ecan bbl peyb Wwna o
APY3bAX B PeanbHOM }KU3HMU.

13. He genante "Taby" M3 BOMPOCOB MOJIOBOM KMU3HW, TaK Kak B MHTepHeTe AeTu MOryT nerko
HATKHYTbCA Ha NopHorpaduio Uam cantbl "gnsa B3pocabix'.

14. NpuyumTe Bawero pebeHKa coobwiaTb Bam O A06bIX Yrpo3ax MAWM TPEBOrax, CBA3AHHbIX C
NHTepHeTom. OcTaBaiTeCb CMOKOMHbIMM M HaMOMHWUTE AETAM, YTO OHWM B 6€30MacHOCTM, eciv camu
paccKkasanuM Bam O CBOMX Tpesorax. [loxsanuTe MX M NOCOBETyWTe NOAOMNTM elle pa3 B NoAo6HbIX
cnyyanx.

Bo3pacT geteit ot 9 go 12 ner

B gaHHOM BO3pacTe AEeTU, KaK NPaBuo, YKe Hac/bliWaHbl 0 TOM, Kakas MHPOpMaLMA CyLLecTByeT
B MHTepHeTe. CoBepLIEHHO HOPMAJIbHO, YTO OHWU XOTAT 3TO YBMAETb, MPOYECTb, yCAbiwaTb. Mpn aTom
HY)XHO MOMHMWTb, YTO AOCTYM K HeXenaTe/lbHbIM MaTepuanaM MOMKHO Jierko 3ab/0KMpoBaTb Mpu
NoMOLLM cpeacTs PoanTeNIbCKOro KOHTPONSA.

CoBeTbl No 6be3onacHoCcTK Ana aetei oT 9 go 12 net

1. Co3gaiiTe CNMCOK AOMALLIHMX NPaBuA noceweHna MHTepHET Npu yyacTum aetent u Tpebyiite ero
BbIMNOJHEHMSA.

2. TpebyliiTe oT Bawwero pebeHKa cobntogeHna HOPM HaX0XKAEHUA 32 KOMMNbIOTEPOM.

3. Habntopalite 3a pebeHKOM npu paboTe 3a KOMNbIOTEPOM, NOKAKUTE emy, 4To Bbl becnokoutecb
0 ero 6e30MacHOCTU 1 BCErAa roToBbl OKa3aTb My MOMOLLb.

4. KomnbloTep C nogxaodeHnem B WMHTEpHET [0/KeH HaxogauTbcA B 06Lliei KomHaTe nop,
NPUCMOTPOM poauTeNen.

5. Wcnonb3syiite cpeactBa 610KMPOBAaHWA HEXKENATENbHOTO KOHTEHTa KaK [OOMOJIHEHME K
CTaHAaPTHOMY PoauTENbCKOMY KOHTPOAIO.

6. He 3abbiBailTe MpUMHMMaTb HEMOCPeACTBEHHOE y4yacTMe B XM3HM pebeHka, becesosBaTb C
AeTbmM 06 ux apy3bax B MHTepHeTe.

7. HactauBaiiTe, 4tob6bl AE€TW HWUKOrAA@ He COMMAWaAAUCb HA JIMYHble BCTPEYM C ApY3bAMM NO
UHTepHeTy.

8. MNo3BonAlTe AeTAM 3aX0ANTb TOJIbKO Ha caliTbl U3 "6enoro" cnmcka, KOTopbI co3ganTe BMecTe
C HUMMU,



9. MNpuyunTe peTeil HMKOr4a He BbIAABATb JIMYHYO WMHPOPMALMIO CPEeACTBAaMM 3SNEKTPOHHOWM
MoyTbl, 4YaToOB, CUCTEM MIHOBEHHOrO OOMEeHa COOOLEHUAMWN, PErUCTPALMOHHBIX GOPM, JIMYHBIX
npodunen n Npu perncTpaumrm Ha KOHKypcbl B IHTepHeTe.

10. MpuyunTe getel He 3arpyrKaTb Nporpammbl 6e3 Bawero paspelueHma. O6BACHUTE UM, YTO OHU
MOTYT C/ly4aliHO 3arpy3nTb BUPYCbl N APYrOe HexXenatebHoe NporpammHoe obecneyeHue.

11. Co3painTe Bawemy pebeHKy orpaHMYEHHYIO YYETHYIO 3anuchb A5 paboTbl Ha KOMMblOTEpe.

12. MpuyumTe Bawero pebeHka cooblatb Bam O /06bIX Yyrpo3ax MM TPeBOrax, CBA3aHHbIX C
MHTepHeTOM. HanomHute fetam, Yto oHM B 6e30nacHOCTW, €C/lM CaMM paccKkasaaM BamM O CBOWX
TpeBorax v onaceHusx.

13. PaccKkaxuTe aetam o nopHorpadpum B MHTepHeTe.

14. HactamBaiite Ha ToMm, YTOObI AETM NPeaoCTaBAA/IM BaM AOCTYN K CBOEM 3/IeKTPOHHOM nouyTe,
yTobbI Bbl Y6EANANCH, YTO OHM He 06LLatoTCA C HE3HAKOMUAMMU.

15. O6bAcCHUTE AeTAM, 4YTO He/b3A WMCMO/b30BaTb CeTb A/A XY/WUraHCTBa, PacnpOCTPaHeHus
CNAeTeH UAU yrpos.

Bospacr gerteiti ot 13 go 17 ner

B 3Tom BO3pacTte nNOAPOCTKM aKTUBHO WCMO/b3YIOT MOWUCKOBbIE MAaLUUHbI, MOJb3YHOTCA
3/1EKTPOHHOM MOYTOW, CNy*Kb6amMmu MrHOBEHHOIO 0bMeHa CoObLLEHMAMM, CKAYMBAOT My3bIKY U GUNbMbI.
ManbynMkam B 3TOM BO3pacTe 6onblle NO HpaBy CMeTaTb BCE OrpaHUYEHMA, OHWM KaxayT rpyboro
FOMOPAa, a3apTHbIX UTP, KAPTUHOK "ana B3pocabix". [leBoYKM nNpeanoYymTatoT obLaTbca B YaTax, Npu 3TOm
OHM ropasao 6osiee YyBCTBMTEbHbI K CEKCYA/IbHbIM fOMOraTenbcTBam B MHTepHeTe.

3ayacTylo B 4@aHHOM BO3PacTe POAMUTE/IIM Y¥Ke BECbMA C/IOXKHO KOHTPO/IMPOBaTb CBOMUX JAeTeW, TaK
Kak 06 WMHTepHeTe OHM yKe 3HAKT 3HauUUTeNbHO bosiblie CBOWMX poauTesneir. Tem He MeHee, He
oTnyckavte peteit B "cBobogHoe nnaBaHue" no WHTepHety. CTapaliTecb aKTMBHO Yy4yacTBOBaTb B
obweHnn pebeHKa B UHTepHeTe.

BakHO no-npexkHemy cTporo cobaoaatb Npasuna MHTepHeT-6e30NacHOCTU - COrNalleHne MexKay
poautenamm u getbMu. Kpome TOro, HeobxogMMO KaK MOMHO Yalle NpocMaTpuBaTb OTYETbI O
aestenbHocTn getelt B MHTepHeTe. CneayeT o6paTuTb BHMMaHME Ha HEOBXOAMMOCTb COAEepKaHUA
pPOAUTENBLCKUX Naposei (naposiel agMMHUCTPATOPOB) B CTPOFOM CeKpeTe M 06paTUTb BHMMaHMUE Ha
CTPOroCTb 3TUX NaposeN.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3paiiTe CNMCOK AOMALLUHMX MpPaBUA MoceweHns MHTepHeTa Npu yyacTMM NOAPOCTKOB WU
TpebyiiTe 6e3ycnoBHOro ero BbinosiHeHMA. ObroBopuTe ¢ pebeHKOM CMUCOK 3anpeLleHHbIX CanToB
("yepHbIit cnncoK"), yackl paboTbl B UHTepHETE, pyKOBOACTBO NO 06uieHMIO B MIHTepHeTe (B TOM uncne B
yaTax).

2. KON\I'IbI-OTep C NOAKNKYEHNEM K CETU MHTepHET AO0J/IXKEH HaxoaAnTbCA B O6LLI,€I7I KOMHarTe.

3. He 3a6biBaitTe becenosaTbh ¢ AeTbMKW 06 UX ApPYy3bAX B MHTepHETe, O TOM, YemM OHW 3aHATbI
Takum obpasom, byaTo pedb MAET O APY3bAX B pPeanbHOM uU3HM. CnpalunmBante o Noaax, C KOTOPbIMU
AeTn 06LLaoTCA NOCPeACTBOM CNYKO MrHOBEHHOro 06meHa coobLeHNAMM, UYTOBbI yoeanTbCs, YTO 3TH
04N UM 3HAKOMBbI.

4, V|CI'IOJ'Ib3VVIT€ cpeactea 6J'IOKMpOBaHMFI HeXenaTe/IbHOro KOHTEeHTa KaK AonoJIHeHue K
CTaHOAPTHOMY Poguten bCKOMY KOHTPO/IHO.



5. Heobxoanmo 3HaTb, KakKMMM YaTamu nosb3yoTca Bawwm getu. MoowpsitTe Mcnonb3oBaHWe
MOZepnpyeMbIX 4aToB M HacTamsalTe, YTobbl 4eTU He 06LLANNCh B MPUBATHOM peXMUMeE.

6. HactamBainTe Ha TOM, 4TOObl AETM HUKOrAA@ HE BCTPEYANUCH JIMYHO C APY3bAMW U3 CETU
UHTepHeT.

7. Mpuyunte aeter He BblAaBaTb CBOK JIMYHYIO MHOOPMALMIO CPEACTBAMU INEKTPOHHOM NOYTHI,
YyaToB, CUCTEM MIHOBEHHOIO 06MeEHa COObLLEHMAMM, PETUCTPALMOHHBLIX POPM, INYHbIX NPodUAEn 1 Npu
perncTpaunmn Ha KOHKypCbl B MHTepHeTe.

8. MpuyunTe OeTei He 3arpy*Katb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHU
MOTYT C/Iy4aiiHO 3arpy3uTb BUPYCbI UK APYTOe HeKenaTebHoe NporpaMmmHoe obecneyeHue.

9. Mpuyunte Bawero pebeHKka coobuwaTb Bam O AOObIX Yyrpo3ax WAW TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe AeTam, 4To OHKM B 6€30MacHOCTM, EC/IM CAMM PACCKa3aiv Bam, O CBOMX yrpo3ax
nnun Tpesorax. MoxeBanmTe UX U NOCOBETYMTE NOAONTHM eLLe pa3 B NOAO6HbIX C/iyyanx.

10. Pacckaxkute petam o nopHorpadum B WMHTepHeTe. MMomornte Mm 3aWUTUTLCA OT Crama.
HayuyuTe noApoCTKOB He BblAaBaTb B MIHTepHeTe CBOEro peasnbHOro 3/1eKTPOHHOro agpeca, He oTBeyaTb
Ha HeXKenaTesibHble MMCbMa M UCNO/b30BaTb CMeLnasibHble NOYTOBbIE PUALTPbI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.

12. Hayuute geteit yBasKaTb APYruX B UHTepHeTe. Y6eamTech, YTO OHM 3HAKOT O TOM, YTO Npasu/a
XOpOLLEero NoseAeHUn AeNCTBYIOT BE34eE - AaXKe B BUPTYa/lbHOM MUpe.

13. ObbACHUTE AETAM, YTO HU B KOEM C/y4yae Hesib3si Mchnosb3oBaTb CeTb A/ XYJIMTaHCTBa,
pacnpocTpaHeHua cnieTeH Uin yrpos gpyrmum arogam.

14. Obcyamte C NogpPOCTKaMM Npobnembl CeTEBbIX a3aPTHbIX UMP M MUX BO3MOMKHbLIA PUCK.
HanomHwuTe, YTo AeTM HEe MOTYT UrPaTb B 3TW UTPbl COrNACHO 3aKOHY.

MOCTOAHHO KOHTpPOAMpPYHTE Mcnosib3oBaHe WHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro /IMYHOro NPOCTPaHCTBA, a Mepa NPeAoCTOPONKHOCTM M NpoABAeHMe Bawel poauTeNnbCKoin
OTBETCTBEHHOCTM M 3a60Tbl.
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